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Oracle Server Backup — User Guide

TABLE OF CONTENTS

Ta ) (e Yo [0 Tox 110 o ISP 2
Oracle SEIrVEI BACKUP ..uuuiiiiii it e e e e e s e e e e e e s e e aa e e e e e e e e e s snnbraneeeeeeanannns 3
FEalUNES .. 3
Requirements for Oracle SErver BACKUP .........cvieci i e e ee e e 3
How to enable ARCHIVELOG MOUE ........cuuiiiiiieeiieiiiiiieeee et ee e e e e ee e e e e e s snnnnneeeeaae s 3
YT (=T 0 =T o U T =T =T o SRS 4
How to backup Oracle server to your IBackup acCouNt.........ccccevvveeiiiiciiiiiiee e 5
Access the Oracle Server Backup OPLION ........ooiiviiiiiiiieei it a e 5
1O = (ol (oY= V=T gl = =T (o] =PRSS 11
FRaAUIES ... 11
REQUITEMENLS TOF TESTOIE ..ot e e e e e s e e e e e s e et e e e e e e e e e snnrnaeeeeeas 11
How to enable ARCHIVELOG MOGE: ........coooiiiiiieiiiiiee ittt 11
How to restore your Oracle server database..........ouuiiiiiiiiiiiii e 12
TaToTo]ga] o] L= L3N =T oo 1Y/ =T oSSR 17
To perform the Incomplete Recovery of your Oracle database(s) .......ccccceevvvvvvirierereeeiinnnns 17
B 0T o] Y=Y s o Yo 41 o SRR 20
1= o3 XU T o IR U o] o o | PSR S 21

Last modified on 08-11-2011



User Manual

Introduction

IBackup for Windows supports the backup of Oracle server databases (Oracle 9i, 10g and 119).
The installation, configuration and usage of this advanced database backup feature using
IBackup for Windows have been simplified using a step-by-step approach.

The easy-to-use wizards simplify the critical task of backing up your production Oracle server
databases without any database downtime. You have the flexibility to backup/restore Oracle
server databases from a remote location (the Oracle client location). Only the modified portions of
the database files are backed up, thereby helping you optimize their bandwidth and reduce time
taken for backup. The ability to create log files for every backup/restore session helps you view
the details of all the transactions being performed.

The IBackup for Windows application supports two distinct modes to restore the Oracle server
database - Complete and Incomplete recovery.

Note: It is always recommended that Oracle database backup/restore is performed with the
assistance of/by a qualified Oracle database administrator (DBA).

IBackup's Oracle server database backup is downloadable from the IBackup website
http://www.ibackup.com as a plug-in.
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Oracle Server Backup

IBackup for Windows allows you to backup the Oracle server databases to your IBackup account
without interrupting the Oracle server services that are already running. You can also schedule
the backups for a later date and time.

Features

» Authentication of the Oracle server database for backup
Provision to report the progress of the backup process
Provision to restore 30 previous versions of all backed up files

Option to retrieve deleted files from Trash within a 30 day period

YV V V VY

Enhanced security with 256-bit AES encryption on transfer and storage with a user-defined
encryption key that is not stored anywhere on IBackup servers

Provision to schedule backups for a future date and time with the various scheduling options
Easy-to-use wizards for scheduling the backup jobs

Provision for Email and Desktop notifications upon completion of the scheduled backup jobs

YV V V V

Provision to generate the log files for each backup session

Note: Refer http://www.ibackup.com/old-version.htm for the details related to architectural /

feature set changes to the IBackup application (accounts created prior to 10th August 2011.)

Requirements for Oracle server backup

» Install the IBackup for Windows application on the computer where the Oracle 9i/10g/11g
server/client is available

» The selected temporary directory on your local computer should have sufficient free disk
space to hold the Oracle 9i/10g/11g database backups

» The database must be in ARCHIVELOG mode

» The Oracle server user should have SYSDBA privilege

» Oracle Recovery Manager (RMAN) should be available on the computer where the IBackup
for Windows application has been installed

Note: Consult your Oracle DBA for details on the configuration parameters.

How to enable ARCHIVELOG Mode

To enable ARCHIVELOG Mode using the Oracle Recovery Manager (RMAN), follow the steps
given below:

1. RMAN> connect target <username>/<PWD>@<SID> [connect to your Oracle database];
2. RMAN> shutdown immediate;
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3. RMAN?> startup mount;
4. RMAN> sql ‘alter database archivelog’;
5. RMAN> alter database open;

System Requirements

For Oracle 9i

» Pentium 166 MHz or higher processor
» 128 MB RAM (256 MB recommended)

» Hard disk space of about 140 MB on the System Drive with an additional 4.5 GB for the
Oracle Home Drive (FAT) or 2.8 GB for the Oracle Home Drive (NTFS)

» Sufficient free hard disk space to store the database backup files
» Microsoft Windows XP, Windows Server 2003, Windows 2000 with service pack 1, and

Windows NT 4.0 with service pack 5
For Oracle 10g/11g

Minimum 200 MHz processor
Minimum 256 MB RAM (512 MB recommended)
1.5 GB hard disk space

Sufficient free hard disk space to store the database backup files

YV V V V V

Microsoft Windows XP Professional, Windows Server 2003, Windows 2000 with service pack
1 or higher, Windows NT Server 4.0 and Windows NT Server Enterprise Edition 4.0 Terminal
Server Edition with service pack 6a or higher
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How to backup Oracle server to your IBackup account
Listed below are the steps to backup the Oracle server databases to your IBackup account:
Step 1

Access the Oracle Server Backup option

You can do so in two ways:

» On the application Menu Bar go to Backup-Restore > Oracle Server > Oracle Server Backup

» On the application Tool Bar, go to Wizards > Advanced Backup > Oracle Server > Oracle
Server Backup

" IBackup for Windows
File ERTLECETSNGE  Log  Tools  Help
e ¥ Restore
¢ 3 8
SOL Server rR T
VWizar Exchange Server ¥ B:.ul .u!pgm "'g:];?: Sync
SharePoint Server F
Q F Kuossaonce S@ | XS0
Oracle Server b Oracle Server Backup
Mame System State data 3 : Oracle Server Restore e -
* | Session Log DE [My IBackup
+ [W][C] Music T + [T martrew
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Step 2

The Oracle server login screen is displayed as shown below.

Oracle Server Login

Izername |SYST Ehd

Pazsward | SRR
[=YSDBA Privileges)

Host String | EMFLOYER

On this screen,

1. Enter the Username and Password.
2. Enter the Host String (database name or thsnames and so on) and click the ‘Login’ button.

Copyright © Pro Softnet Corporation. All rights reserved. 6
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Step 3

On the Oracle server backup screen, click the ‘Browse’ button and select a temporary location on
your local computer where the Oracle server backups would be stored.

J

Browse My Computer - %
E Select a folder for the Oracle backup operation.
Name Size | Modfied Date
= {23 Administrator 12/23/2008 5:53. . |
+ [ Application Data 12/23/2008 6:05...
+ [ Cookies 1f2712009 1:30:,,.
- =3 Desktop 1[28]2009 4:22:, ..
+ [] E3EEVAENG 1f20[2009 3:52:,..
+ |_] encrestore 2003 SBS é4mp 1/20f2000 6:28:...
+ |_] IBackupExchBackupsek 1f27{2009 11:09...
+ [_] Oracle Screen Shots :
= pra&l ......................................................................................................... .
+ [ SYSSTATETEMP 1[2712009 S:40:,,,
+ [ Favorites 12/23/2008 6:05...
+ [ Local Settings 12/23/2008 10:3... l|
ok | GCese

Note: Ensure that the selected temporary directory on the local computer has sufficient free disk
space to hold the Oracle server backup resources.
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Step 4

The selected temporary directory is displayed on the ‘Oracle Server Backup’ screen as shown

below.

Oracle Server Backup

=

% Select the location on vour Oracle Server for the backup operstion,

Crracle Backup location

[Ci\Dracle_database

MNote: The backup cation should be & the place where the Oracle detabase service IS currently running.

Browse

DATABASE NAME | LOG MODE | CBID |
EMPLOYER ARCHIWELOG 1974306737

— — .

Click the ‘Next’ button.
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Step 5

Select a folder in your IBackup account and click the 'Next' button.

Oracle Server backup destination

—l é i Selact s folder for backup/restore

Mame Modified Date
- [ My IBadhp
+ [ Documents 1J272009 3:48:12 AM PST
+ [ Lessons 1/27{2009 10:17:01 PMPST
+ [ Music 1/26/2009 10:20:25 PM PST
+ '_| Videao 1f24) 2009 2:02:24 AM P5T
4 |3 Piclures 112312009 5:33:23 AMPST
+ [ email 1f26/ 2009 10:11:24 PM PST
4| LI

Destination selected | vy [Bacdap/
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Step 6

In the ‘Schedule backup/restore’ screen, take an immediate backup using the ‘Start the job
immediately’ option or schedule it for a future date and time and click the ‘Close’ button.

Schedule backup s B

Sef the day(s) of the week, time and email notification for the schedule backup/resiore jobs

Backoup set name < IBORACLEBksel {EMPLOYER_DN)

v [Dady Schedusd ¥ Motity me on ihe deskiop when ihe scheduled b s compiete

[ Stari the job immediately ™ cutotrTime| #0z017m pre

[~ Hourly Schedule
[* Email Notification * Moty always " Notify on failre

[T Monthly Schedule | 12 =] of every month
[m_‘pdﬂﬂm-,’s\u’id.m
ACHAE Ticm ; | B 17:00 AM ael Exampe: josephifgmail com, thomashotmail com
Backup/Restore scheduled jobs list
Baclup Set | MextTrangfer | Status | Destnation | scheduled day(s)
IBORACLEBksetEMPLO..,  1f13/2010 3:17... My IBackup/ Sunday Monday, Tuesday, Wednes:
4 (1] ¥

e,

2t

Note: IBackup for Windows allows you to schedule the Oracle server backup for different
database instances. For easy identification of the Oracle server backup set, the name of the
backup set will begin with 'IBORACLEBKkset' followed by the Database SID (Database System
Identifier) name that you have scheduled for backup.

For example: If the Database SID name is 'JOHN,' then the name of the backup job will be
IBORACLEBkset (JOHN_DB).!
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Oracle Server Restore

IBackup for Windows allows you to restore the backed up Oracle server databases from your
local computer to your Oracle server in a secure, quick and a reliable way.

Features
» Authentication of the Oracle server database for restore
» Provision to report progress of the restore process

» Enhanced security with 256-bit AES encryption on transfer and storage with a user-defined
encryption key that is not stored anywhere on IBackup servers

» Provision to restore 30 previous versions of all backed up files
» Option to retrieve deleted files from Trash within a 30 day period
» Provision to generate log files for each restore session

Requirements for restore
Following are the requirements for Oracle server restore:

» Install the IBackup for Windows application on the computer where the Oracle 9i/10g/11g
server/client is available

» The selected temporary directory on your local computer should have sufficient free disk
space to hold the Oracle 9i/10g/11g database restores

» The database must be in ARCHIVELOG mode
» The Oracle server user should have SYSDBA privilege

» Oracle Recovery Manager (RMAN) should be available on the computer where the IBackup
for Windows application has been installed

Note: Consult your Oracle DBA for details on the configuration parameters.

How to enable ARCHIVELOG Mode:

To enable ARCHIVELOG Mode using the Oracle Recovery Manager (RMAN), follow the steps
given below:

RMAN> connect target <username/PWD>@<SID> [connect to your Oracle database];
RMAN> shutdown immediate;

RMAN> startup mount;

RMAN> sql ‘alter database archivelog’;

a > 0N PE

RMAN> alter database open;

Copyright © Pro Softnet Corporation. All rights reserved. 11
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How to restore your Oracle server database

Follow the steps below, to restore your Oracle server databases from your computer to the
Oracle server.

Step 1
Access the Oracle Server Restore option in any of the following ways:

» On the application menu, go to Backup-Restore menu option > Oracle Server > Oracle
Server Restore

» On the application Tool bar > go to Advanced Backup > Oracle Server > Oracle Server
Restore

7 IBackup for Windows

File J:ERTTECESETEE Log Tools  Help
b v Restore
€ =2 =
SQL Server k ; b -..'_'.'::
WWizar Exchange Server k Bﬂm h;:;?: Syme
SharePoint Server k
Q E Nut afsnoncR = 20% | K ESC)
Oracle Server dl Oracle Server Backup -
Name Syotem StAe deta i | Oracle Server Restore & .
- | Session Log DE ih'l-,r IBackup
o [FEg Music T« [1E3] marreew
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Step 2

The ‘Oracle Server Restore Wizard’ explaining the restore procedure is displayed. Click the ‘Next’
button to proceed.

Oracle Server Restore Wizard

‘i Oracle Server Restore Wizard

This wizard will assist you ba perfarm the Oracle Sérver database reslors operation.

Hey features:

-Oracle server database sulhentication
Provizion to perform Complete and Rcomplete recovery:

-Generate activity l0g and Irace messages for Oracle sarver restors

Mote: Gensrabe aclivity log and frace messages for Oracle sarver restore.
For the Oracle restore operation, downioad the katest Oracle Backup set 1BORACLEBackup' foder from your Backup account and
place i at the original backup location.

11 the Oracle server database $erice is nunfing on & remote comguler, meap the folderidrive from the remote server and place
the 1BORACLEBackup” backug folder on the original backup location,

‘Wig recommend an offine backup of your databasze fies before you initiste the Oracle server restore operation,

Copyright © Pro Softnet Corporation. All rights reserved. 13
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Step 3

The ‘Oracle Server Login’ screen is displayed as shown below.

Oracle Server Login

IJzername |SYST Ebd

Pazsward | RREE SR
[=YSDBA Privileges)

Host String IEI‘-.|1 FLOVER

e —

On this screen,

1. Enter the Username and Password.
2. Enter the Host String (database name or thsnames and so on) and click the ‘Login’ button.

Copyright © Pro Softnet Corporation. All rights reserved. 14
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Step 4

On the ‘Oracle Restore screen’, using the ‘Browse’ button, select the folder where you wish to
restore the Oracle server database files. The selected folder is displayed on the Oracle Restore
screen as shown below.

Orache Server Restore

I % Restare the databass backug fe(z) to your Oracle server, |

Select the Oracle Backup
tolder BORACL Flackup! C:AOracle_database hm‘]

Mote:
To perform the Oracle restors operation, place the 1BORACLEBackup’ backup folder to the originald backup location.

H the Cracle server dalabaze sarvice iz running on & remobe computer, then map the folderidrive from the remole server and place
the BORACLEBackup’ backup folder st 1he original backup incation.

(¥ Comphate Recovery
" InComplete Recoven

DATABASE MAME | BACKUPDATE | BACKUP TIME | LOG MODE | oeiD
EMPLOYER 172872008 163320 ARCHIVELDG 1974806737
i | i

You can choose the mode of recovery, based on your restore needs:

Complete Recovery: Restores all the Oracle server database files that have been backed up till
now.

Incomplete Recovery: This is a time-based recovery of Oracle databases. It restores files as of
a date and time that you have specified for restore.

Note: Select the same folder ‘IBORACLEBackup’ where the Oracle server databases were
previously backed up. If you have deleted the folder, create the folder with the same name using
same path, while performing backup.

Copyright © Pro Softnet Corporation. All rights reserved. 15
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Step 5

The selected folder along with the Oracle server database name is displayed in the ‘Oracle
Server Restore’ screen as shown below.

Click the 'Restore’ button to retrieve the Oracle server database files.

Oracle Server Restore —ye EE

=3

% Restore the database backup iile(s) to your Oracle server

Select the Oracle Backup
folder 'IBORACLEBackup’

C:\Documents and Setlings\ddministiatorDeskioptOraeMEORACLEE ackuph m
Maote:
To perform the Cracle restore operation, place the 1BORACLEBackup’ backup folder to the original backup location.

I the Oracle server database service |5 running on & remoie computer, then map the folder/drive irom the remote server and place
e IBORACLEBsckuUp' backup fobder af the original backup location,

* Complete Recoveny
" InComplate Recovery

DATABASE NAME | BACKUPDATE | BACKUP TIME | LOG MODE | DBID
TEST 1/28/2009 16:33.20 ARCHVELDG 1974806737
1| | |

| Restore || Close |
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Step 6

A message, as shown below, appears. If you click the Yes button, the database files present on
your Oracle server would be overwritten.

IBackup for Windows .

The Oracle server restore operation will overwrite the database files on
vour Oracle server, We recammend an of fline backup of the same,

@ Would you like to proceed with the restore operation?

Yes —

Step 7
On completion of the Oracle server restore process, a message is displayed, as shown below.

=

IBackup for Windows e}

The Complete Recovery of the Oracle database was successful,

-

Incomplete Recovery

Incomplete Recovery is a time-based recovery of the Oracle databases. This restores the Oracle
server database files, of a particular date and time, specified during restore.

To perform the Incomplete Recovery of your Oracle database(s)

Perform the above-mentioned steps till Step 3.

Copyright © Pro Softnet Corporation. All rights reserved. 17
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Step 4
On the Oracle Restore screen, select the option ‘Incomplete Recovery.’

Oracle Server Restore

Festore the dababase backup fie(z) to your Oracls server.

ﬁdﬁ%ﬁﬁ;ﬂé ChOracle_database M

Dl
To parform the Oracle restors operation, place the TBORACLEBackup’ backup folder 1o the origina backup location.

I the Cracle server dalabase service is running on & remobe computer, then map the folderidrive from the remole server and place
thia BORACLEBackup' backup folder st he original backup location,

™ Comphate Recovany
* InComplete Recoven
Enler the dale snd bme upto which you wanl 1o recovers the data lor the [ncomplale recoveny,

DATABASE NAME | BACKUPDATE | BACKUPTIME | LOG MODE | oBID
EMPLOYER 172872008 163920 ARCHIVELDG 1974806737

1]

Copyright © Pro Softnet Corporation. All rights reserved. 18
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Step 5

Double-click the database name (displayed on the list box of the above screen) and enter/select
the appropriate date and time.

The date and time selected for Incomplete recovery of the databases should not be less than the
database creation time or resetlogs creation time.

Click the ‘Save’ button.

Incomplete Recovery

Specify the until date and time to perform the
Incomplete recavery (time bazed recavery

012952009 17:05:10 j

Now click on the ‘Restore’ button and follow the procedure from Step 5.

On completion of the Oracle server restore process, a message confirming its success is
displayed. You may view the logs for a complete summary of restore operation.

Copyright © Pro Softnet Corporation. All rights reserved. 19
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Troubleshooting

The following are few simple troubleshooting methods, which could resolve few minor problems
while working with 1Backup for Windows application.

» Windows 2000 you must have service pack 2 or higher installed on the machine for
encryption on storage to work properly

» You must have proper privileges to register the files required during installation

» It is highly recommended to have the latest service pack for Windows installed on the
computer

» The system must have an ATX power supply and provide appropriate support in order for
Automatic Power off to work, otherwise the machine will just reboot

» IBackup for Windows requires proxy settings if the computer is behind a proxy

» When the application hangs for a long time and no transfer occurs, Logout of the application
and login into the application again.

Copyright © Pro Softnet Corporation. All rights reserved. 20
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IBackup Support

Pro Softnet Corporation,
IBackup Division,

26115 Mureau Road, Suite A,
Calabasas, CA 91302.

Telephone

1-800-949-3555 ext 3 within USA
1-818-251-4200 ext 3 outside USA
Monday - Friday, 6:00 AM to 6:00 PM PST

Fax
1-818-878-9208

Email address

support@ibackup.com
For more information visit: http://www.ibackup.com/

Copyright © Pro Softnet Corporation. All rights reserved.
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